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摘  要 
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    In recent years, network security issues have been more and more attention. 
Computer network security issues for many reasons, but they can be grouped into two 
broad categories: the external threats and internal vulnerability. Threats from the point 
of view, it is the underlying source of the threat, the more likelihood of threat.If the 
threat as external factors, then the system is not secure, the result can also be said that 
the most fundamental reason lies with the system itself, there is vulnerability. 
vulnerability itself does not constitute a crime against property, but to a certain 
condition is met, and the vulnerability will be exploited by threats to information 
assets.System losses, the most fundamental reason is that your computer network 
system is vulnerable. So-called vulnerability of a network, any can be used as a 
prerequisite for an attack. Each of the potential threat of the use of the vulnerability of 
the network and system losses, network vulnerability exists on the network system 
security, design, applications and internal control. 
    System security vulnerability, and can also be called a system vulnerability, 
refers to a computer system in hardware, software, protocols, and specific to the 
design as well as the system security policy on the flaws and deficiencies exist. 
System Vulnerability, system security is a relative, and in the broad sense of 
perspective, all this can cause the system security are affected or damaged elements 
can be considered as system security vulnerabilities.There is a security vulnerability, 
so that users can take advantage of these illegal vulnerability to gain some privileges 
on the system, and thus to the illegal actions, resulting in security incidents. I hope to 
be able to exploit that in the bud, before the vulnerability to be exploited vulnerability 
discovered vulnerabilities and patches. 
    This article is based on the vulnerability scanning system vulnerability 
assessment methodologies. Examined the security of this system through the concrete 
test, and the inadequacies of the system by improving the program. However, because 















of the real needs in a conflict between this article and so do the vulnerability analysis 
and repair must be to meet the needs of the situation, the utmost security 
requirements. 
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纪 90 年代。早在 1992 年 Chris Klaus 在完成 Internet 相关技术的实验，开发了
ISS 漏洞扫描工具，用于远程探测 UNIX 系统中的各种漏洞及信息。1995 年，
Dan Farmer 和  Wietse Venema 发布了一种叫做安全管理员网络分析工具 
SATAN（Security Administrator Tool for Analyzing Networks）的软件，其本质与 
ISS 工具相同，改进了扫描引擎的算法，使其具有分类检索的能力。2003 年，
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